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First up: What is cyber security, 
and why should it matter to me?
In today’s technology-centric world, it’s no longer enough to 
physically secure your business with alarm systems, CCTV 
and security guards. It’s equally, if not more important to 
have a solid cyber security strategy in place to protect your 
business from the threat of a cyber attack.

Why you should care about cyber security?

It’s not if, it’s when
Cyber attacks can come in any form and at any time. 
Remaining ignorant to a possible attack makes it likely your 
business will fall victim.
The best way to protect your organization is a full network 
security strategy, including the use of hardware and 
employee training.
To get you started, this guide has some practical tips to 
keep your business safer.
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How to use this guide
There’s no use having the best physical office protection 
if one of your staff leaves the door open, and it’s the same 
for cyber security.

Human error is one of the leading causes in data breaches 
and attacks, which is why it’s so important to train your 
staff too.

Go through this guide with your entire team so they can all 
action the tips in here.

A word of caution:

This guide is a great starting point, but does not replace the 
need for a full cyber security strategy.

To chat more about the safest and most cost-effective 
way to protect your business, chat to our chief Technical 
Translators for a free consultation.

Contact us today for a free consulation

https://calvert.net.au/free-consultation/
https://calvert.net.au/free-consultation/
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Password tips
Think ‘Pass-Phrase’ not ‘Password’
While we all recognise the need for a strong password, it’s time to 
take this thinking up a level and use the term ‘Pass-Phrase’.

A Pass-Phrase is similar to a password but is longer and should 
incorporate the use of: 

• Numbers

• Letters 

• Symbols

A typical password might be Admin123 (please change this 
immediately if you are using this and think it is secure!), 
whereas a pass-phrase is something much more complex,  
such as I t00k the dog 4a_Walk. 

Taking a phrase and replacing letters with numbers and symbols 
makes it relatively easy to recall, and much harder to hack. 

Here’s why:

HINT: Some environments won’t let you use spaces. You can use 
underscores or hyphens instead. 

Check how strong your password is at
https://www.security.org/how-secure-is-my-password/

Password: 
Admin123

Time to crack: 
1 hour

Password: 
I t00k the dog 4a_Walk 

Time to crack: 
200 quattuordecillion years

Tip 1.

Contact us today for a free consulation

https://www.security.org/how-secure-is-my-password/
https://calvert.net.au/free-consultation/
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Password tips
Use a password manager
Using the same password (which should now be a pass-phrase) 
across multiple online identities is a BIG mistake. Once a hacker 
gains access to one of your accounts, they will be able to access 
the others too. This is how the infamous celebrity iCloud leaks 
occurred a few years ago. 

It can be difficult to remember a range of different pass-phrases, so 
enter the password manager to your rescue!

What is a password manager?
A password manager will store all of your passwords so that you 
can copy and paste them when needed. All you need to remember 
is a single pass-phrase to gain access to the manager and you 
can then see all your different passwords for all of your online 
presences. A good password manager will even be able to generate 
random, extremely strong passwords and store them for you. 

What makes them so secure?
It may sound like keeping all your passwords in one place is a 
hacker’s delight. This is not the case as all the data stored in 
password managers is encrypted and much more secure than 
using easy to guess passwords. The best password managers even 
require two-factor authentication to open them, which means to 
gain access to the data you must confirm your login through an 
SMS code, fingerprint scan, or an authentication code generator, 
making it almost impossible for a hacker to gain access to your 
password manager – even if they have your password. 

Yet to setup your password manager? Here are a few we recommend:

Dashlane - www.dashlane.com 
Roboform - www.roboform.com 
Lastpass - www.lastpass.com 

Enpass - www.enpass.io
Keypass - www.keypass.com 

Tip 2.

Contact us today for a free consulation

https://www.dashlane.com
https://www.roboform.com
https://www.lastpass.com
https://www.enpass.io
https://www.keypass.com
https://calvert.net.au/free-consultation/
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Email tips
Don’t open attachments you are not expecting 
Email attachments are one of the oldest methods for infecting your 
computer and networks through malware. Despite this, people still 
open obviously suspicious email attachments (how often are you 
tempted to touch something labelled ‘wet paint’?). 

What’s the risk?
Opening attachments with malware means 
hackers can steal your data and hold your 
network ransom (forcing you to pay for 
them to return control you). 

Furthermore, it can lead to you being 
embarrassed. Hackers can send spam 
emails from your address, so every security 
conscious contact you have will see you’ve 
fallen for a scam as they delete the mass of 
spam emails you have sent them. 

What to do?
Ensure you and your staff remain vigilant and do not open:

• Attachments that you are not expecting or from someone that 
you do not know. 

• File types with odd extensions, such as .trojan or .avi

Tip 3.
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Email tips
Review email links before clicking  
Hackers’ current go-to for accessing your data over email is a 
method known as phishing emails. These emails attempt to trick 
you into giving out personal information such as your bank account 
numbers, passwords and credit card numbers.

What are phishing emails?
When phishing occurs over email, the attacker will be 
impersonating a legitimate, well-known company. 

You will receive a link through to a website page requiring you 
to enter your details. This page will look almost identical to the 
company they are trying to impersonate, using their branding 
and emulating their website, however the attackers will gain your 
details. 

How to spot phishing emails
Phishing emails can be relatively easy to spot. Often, they will not 
look quite right or will ask for information that you know a company 
will not ask for over email. 

One easy way to tell whether an email is legitimate or attempted 
phishing is to hover your mouse over any links in the email. This will 
show you a preview of the link, enabling you to determine if it looks 
right. 

For example, if you receive an email from someone claiming they 
are the Australian Tax Office but you hover over the link and it 
comes from Italy, then it is a scam. 

Tip 4.
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Email tips
Review email links before clicking  
Below is a real example of a phishing email. Is it obvious to you that 
it is a scam? 

What to do if you suspect it’s a phishing email
DO NOT click on a suspected phishing link on your computer to test 
it out – it could harm your computer. If you need to test it, try it on 
an iPhone as it will be secure and will not result in your computer 
and network being compromised. 

Tip 4.
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Web safety tips
Use a secure web browser 
Many people choose a web browser based on speed and 
convenience, and forget the importance of security. To responsibly 
protect your business, security should be the critical factor in 
deciding which browser you use. 

Which browsers are most secure?
Google Chrome is a hugely popular web browser due to its 
promoted ‘unrivalled speed’ and ease of linking all your Google 
accounts, however it is not the most secure Internet browser on the 
market. 

As an advertising company, Google built Chrome to track as many 
of your online activities as possible and report these back to their 
systems. This includes your search history, and any activity with 
affiliated sites like YouTube and Google Maps. So they are watching 
EVERYTHING you do in order to monetise the data they collect. 

Two popular Internet browsers with much better security are 
Mozilla Firefox and Microsoft Edge. 

They do not always have the speed of Google Chrome, although 
recent independent tests have indicated Edge to now be faster. 

Think of these two browsers as a tank – heavy, robust, and can 
withstand a barrage of attacks due to their thick armour. Google 
Chrome is more like a car – lighter and faster, but with very little 
defence mechanisms against cyber attacks. 

Time to switch to a more secure browser? 

Try Firefox, Edge or Brave

Tip 5.

Contact us today for a free consulation

https://www.mozilla.org/en-US/firefox/new/
https://www.microsoft.com/en-us/edge
https://brave.com/download/
https://calvert.net.au/free-consultation/
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Web safety tips
Ensure all websites you visit are secure with 
HTTPS 
Websites can come in two forms, – HTTP or HTTPS. The S in the 
latter stands for ‘Secure’ and will protect you and the information 
you share from being intercepted by a malicious intruder. 

How to tell the difference between an HTTP and HTTPS website?

It is quick and easy to tell the difference. Check the beginning of 
the URL of any site you visit, and it will show http or https.

Also make sure the security certificate is valid for the site you are 
visiting – you can usually view the certificate details by clicking on 
the padlock icon in your browser. Ensure the names and dates are 
valid before trusting the site 

Personal details such as login information and credit card details 
should NEVER be shared with a site that does not show HTTPS. 

Tip 6.
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Miscellaneous tips
Use a perimeter firewall 
Many people assume a router is the same as a firewall, but they are 
two entirely separate things.  

A router A firewall
Necessary network equipment 
that connects you to your 
Internet Service Provider.

Specialist security equipment. 
Many firewalls can also 
perform the job of the router.

The Internet will blindly 
manage the traffic coming in 
and out of your network.

A proper firewall will actively 
monitor traffic and block 
anyone trying to gain 
unauthorised access. Some 
even have anti-virus and anti-
spam filters.

A router is like a building 
security guard who is sleeping 
on the job.

A firewall is like having the 
Australian Federal Police 
monitoring the security of 
Australian airports.

Tip 7.
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Miscellaneous tips
Avoid free Wi-Fi hotspots 
Free, public Wi-Fi is incredibly convenient when working on the go, 
but it comes with some serious security pitfalls.

Public Wi-Fi is like having a highly confidential conversation on 
public transport

Using public Wi-FI makes it incredibly 
convenient for malicious hackers to gain 
access to your information. 

Anyone can become a hacker on public 
networks. There are thousands of YouTube 
videos showing would-be hackers exactly 
how you to do it, and cheap devices that can 
take advantage of flaws in Wi-Fi protocols 
and impersonate devices.

The hacker can then see everything you are doing on the Internet 
including all of your passwords and even your Internet banking and 
credit card details. Free public Wi-Fi is a goldmine for stealing this 
data from unsuspecting users. 

Tip 8.
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Miscellaneous tips
Don’t use old, unsupported operating 
systems or applications 
Many people are resistant to change. They people will delay 
updating the software on their computer, but this seemingly 
innocuous choice makes them more susceptible to cyber attacks. 

Why do you need to keep your software updated?
Imagine you have a classic car from the 1960s. When it was first 
built it was relatively safe on the road. If you had an accident in 
it you stood a reasonable chance of walking away as there were 
fewer cars on the road, less trucks, and people tended to drive a 
more sedately. 

Take this same car and put it on today’s roads, and if you were to 
have an accident, your chance of being seriously injured would 
skyrocket. There are more cars on the road, bigger trucks and 
traffic moves more quickly. 

The car itself hasn’t changed but the world in which it’s operating 
has, and driving around in your classic has raised the risk for you 
being injured. Put yourself into a modern vehicle with advanced 
safety technology built for today’s roads and you are much safer. 

The same can be said about operating systems and applications. 
It is important to use the latest versions as they are safer and 
relevant to the hacking trends in the present day. 

If you are still using old versions of Windows, please update now!

Tip 9.

Contact us today for a free consulation

https://calvert.net.au/free-consultation/
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Miscellaneous tips
Use proper backup systems 

Unlike the rest of these security tips, a backup is not a preventative 
measure, but rather a strategy for limiting the effects of a cyber-
attack. 

In the rare case that a hacker holds your data at ransom, a backup 
means you will not have to pay them to retrieve your data. If your 
data is deleted, you have it backed up and recoverable. This will 
significantly reduce the costs of a data breach. 

Considering the costs of a data breach can be immense, a proper 
back-up is invaluable. 

Tip 10.

https://calvert.net.au/service/business-continuity-and-backup/
https://calvert.net.au/service/business-continuity-and-backup/
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Contact Calvert Technologies
Phone: 08 7325 5000

International: +61 8 7325 5000

calvert.net.au

495 Payneham Road 
Felixstow, SA 5070 
Australia

Cyber attacks can occur at anytime and have a devastating impact 
on your business.

Print and share the Cyber Tips Cheat Sheet on the following page, 
so all your staff implement the information in this guide.

While these tips are a helpful starting point, it is important you 
implement a network security strategy with appropriate hardware, 
software and staff training procedures. 

No-nonsense cyber security tailored to your business
At Calvert, we pride ourselves on being technical translators. You 
tell us about your business and what you need, and we’ll translate 
that into a cost-effective solution that meets your business size, 
stage and operating requirements.

For a plain-English take on your business’s security, book a free, 
no-obligation consult with our chief technical translators.

Dean Calvert 
CEO

Brad Cheetham 
Customer Success Manager

In summary
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Tip 1. Think ‘Pass-Phrase’ not ‘Password’
Create a phrase using letters, numbers and symbols.

Tip 2. Use a password manager 
Download a password manager to avoid using the same password 
across multiple accounts.

Tip 3. Don’t open attachments you are not expecting
Avoid suspicious looking attachments or those ending in .trojan or .avi

Tip 4. Review email links before clicking
Hover over the link and see where it’s directing you. 
Is it the supposed company’s real website address?

Tip 5. Use a secure web browser 
Choose Mozilla Firefox and Microsoft Edge over Google Chrome.

Tip 6. Ensure all websites you visit are secure with HTTPS 
Make sure the URL starts with HTTPS, not HTTP.

Tip 7. Use a perimeter firewall
This provides more protection than a router.

Tip 8. Avoid free Wi-Fi hotspots
They’re very easy to hack.

Tip 9. Don’t use old, unsupported operating systems or applications
Online environments are becoming evermore sophisticated. Old 
systems won’t be a match for newer hacking methods.

10. Use proper backup systems
If you do get hacked, this will ensure you can easily recover your data.

For more cyber security support and a tailored network security 
strategy, contact Calvert Technologies.

Cyber Tips Cheat Sheet

Dean Calvert 
CEO

Brad Cheetham 
Customer Success Manager

Calvert Technologies

Phone: 08 7325 5000

Int: +61 8 7325 5000

calvert.net.au
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